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APOUT ITC

= Senior consultant at Engisis LLC and Research associate at
the US National Institute of Standards and Technology (NIST)

= Oxford Blockchain Strategy Programme Tutor

* Focus on standard-based interoperability and data traceabillity

= Member of the US TAG for ISO/TC 307 (Blockchain) and
TC184/SC4 (Product data)
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About this project
L AR X —1- L LA 11U i L\ Ji_.-'__-_

= Collaboration with the US NIST

— Research performed in collaboration with the US NIST System
Integration Division (SID)

= Development of a Proof of concept with NATO
— To support the NATO 3D printing capability
— Integration of international systems
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[Fhe Digital Transtormation of Manufactuting

= Smart Manufacturing or Industry 4.0

= Moving from paper-based (business, engineering,...)
knowledge to a digital representation

= Automated data processing (analysis, consistency checking
and validation, exchange,...) using modern techniques (data

mining, Machine Learning, High Performance Computing, ...),
thanks to computational power and sensors
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The Digital Transtormation of Manutactuting

Table 1. Processes within a smart factory How Industry 4.0 is delivering revenue, cost and efficiency gains
Process Sample digitization opportunities

+ Additive manufacturing to prod id
. M.,m:' :lannlng and uhp:dﬁ:s:gm Additional revenue from: Lower cost and greater efficiency from:
miénimize waste and cycle time :

Manufacturing |
+ Cognitive bots and autonomous robots to effecti : v 2 5 X
operations e w,,'h high accuracy ° Digitising products and services within the existing portfolio - Real-time inline quality control based on Big Data Analytics
+ Digital twin to digitize an op — - - T L0 L A L RN SRR pIey
predictive analyses Exhibit 25 : ) )
- Modular, flexible and customer-tailored production concepts
Sperations | ugmentedrealty 2+ We have identified the following big data levers across P N
the manufactur‘ng value chain Real-tme _v:stbalrty into proomand product variance, augmented reality
* Sensors to track reak-fime m D | PPV eroauc | | B Lot somtommes s ey sy :
fini oz l‘l ] ing and  )sales : dlze X X e A
entenyfrecking ma;d o;t‘::nhl:: Isn?t::: .l [ ':?c:n sarvice - Predictive maintenance on key assets using predictive algorithms to
uild consistent interoperableRross-functional R&D v optlmlse repalr and mamtenanoe schedules and improve asset upttme
. Inl es along supply chain o h I
Quality &"ﬂm‘ eq’ um‘ o onlg ye CoNCUITent EngiNaarng, rapid expenmantation Vertlcal mtsgratlon Irom sensors through MES to real-time producbon
simulation, and co-creation plannmg for better machme utlhsahon and faster throughput hmes
+ Augme assist Aggregate customer data and make themwidely o/ I S e S
Maintenance equipm::n.d B © -3:'1’:8!: m‘:n:;rove l;emoe. lemmm;mre c:::.s- ::m v Honzontal lntagrahon as well as track-and-trace of products for better
+ Sensorsonequipmenttody  UP-Seling opportunities, and enable design-to-value S mvantory performance and reduced logistics
Source and share data through W CRaRR Re: LI e
« Sensors to geofence dangen o (idea marketplaces 1o crabie crowd sourcing) v - Dngltlsatlon azdhamh:nahon of prooesses for a smarter use of human
mmw . mnpcmnnelnomo olmpdementad&anceddomandlorecasﬂngandnupply / asan x 9 P —— & Siedeia
other potential threats Planning Across supplers and using axiomal vadabios System base€ raal-tnme end-to-end planm ohnd horizontsl coliaboration
) 'mplement lean manutacturing and model production v : usmg cbud b S o execuhon opttmsatson
Source: Deloitte Analysis. virtually (digital factory) i0 ciwale prucess Uanspaenty, oo
develop dashboards, and visualize boltlenecks be - Increased sca!e from mcreased rnarket share of core products
o Implemenl sensor dm-dnvon oponbom mlm 1o / T A
lmplove lhroo;hpul and eoeble mass customization
(7] Collect after-sales data from sensors and foad back In v
real tima 1o trigger after sales senices and detect
manufactunng or dasign flaws

SOURCE MeKinsey Gobal lnstite arsssis

© 2019 ENGISIS Slide 7 B ENGISIS



The Digital Transtormation of Manutactuting

Exhibit 7

Companies in all sectors have at least 100 terabytes of stored data in the
United States; many have more than 1 petabyte

St data in the Stored data per firm
Different formats Stored detanithe PR iy OO Different purposes
Petatwtes >1,000 employees? Terabyles
Discrete manufacturing® 966 1,000
Govermment 848 B47
Communications and media 715 399
Process manufacturng® 594 835
. Banking 619 a1 3

Different sources Hodlh Cars b 434 {5 Different frequency
Securities and investment sefvices 429 m
Protessional services an
Retal 364 522
Education 269 B43
Insurance 243 280

. . Transportation 227 283 . . .

Different versions e 20 pod Different recipients
Utilities 194 129
Resource indgustnes 116 140
Consumer & recreational services 106 708
Construction 51 222

© 2019 ENGISIS

1 Storage data by sector derived from IDC.

2 Fim data spilt Into sectors, when needed, using employment

3 The particularly large number of firms in manufacturing and health care provider seclors make the available slorage per
company much smaller

SOURCE 1DC; US Bureau of Labor Siatistics; McKinsey Global Institute analysis

1
“Big data: The next frontier for innovation, competition, and productivity" J. Manyika et al.
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I'he Digital Transtormation of Vanufactuting:

= Most benefits are clear and obvious

= Most of the technical enablers have been proven

= Most companies (will) make decisions based on the
digital information

— 83% by 2021

= What are the challenges?
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The Digital Threat

= CIA triad security model

Confidentiality Availability

Prevent sensitive information Maintain the consistency, Ensure that the information
from reaching the wrong people. accuracy, and trustworthiness of concerned is readily accessible to
data over its life cycle. the authorized viewer at all times.
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T'he Dioital T hreat

= Digital tampering can have physical consequences:
— Structurally weaker parts (failure)
— Functionally different parts (physical hijack)

= Tampering has different origins
— Intentional: cyber attacks, from outsiders AND insiders

— Unintentional: mistakes (manual entry, file not saved properly,
simple typos, ...)
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The Digital Threat

= Cyber attacks often take time to be identified (MTTI) and contained (MTTC)

2017 266 days (+9)

2016 257 days

;"2017 Cost of Data Breach Study: Global Overview" by IBM&Ponemon
"2018 Cost of Data Breach Study: Global Overview" by IBM&Ponemon
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Reducing the Digital Threat: Digital Trust
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= Can we use the data without worrying about its integrity?

= Digital Trust is a key enabler to Smart Manufacturing

= Digital trust enables identifying the threat as soon as
possible

— The data itself Is not enough
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Reducing the Dioital Threat: Disital Trust
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= Reliable

— If the data Is altered after embedding information, trust is broken

= Flexible mechanism to embed Trust

— Everyone has their own flavor

= Support standard formats for digital product data

— Standards are interoperability enablers that support Smart
Manufacturing
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Different formats ‘

SECURE
Ceunte/

Different sources @O DI RS EE

Different versions@ () - Different recipients ()

The digital signature acts as a glass container. You can look but can’t touch.
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Reducing the Digital Threat: Digital Trust
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= Toolkit includes a User Interface
and API for Reading, Writing, and
Verifying digital signatures in
models

= Supports G-Code (ISO 6983), QIF
2.0, PDF/PRC, and STEP P21
formats

= Toolkit and source code available
at:

https://github.com/usnistgov/DT4SM
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https://github.com/usnistgov/DT4SM
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Reducing the Digital Threat;: Why Blockchain?
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= Digital signatures are not supported by all data formats

= Authentication, authorization and traceabillity information are
stored in the product data files and not shared

— Validation of information can be complex in a large network
— Auditing Is cumbersome: how to retrieve the recipients?

= Making information easily available can reduce this
complexity and shorten the MTTI (for all formats) and MTTC
(consolidated diffusion data)
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Reducing the Digital Threat;: Why Blockchain?
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= Areplicated source of information that cannot be
tampered

— Secure: replication guarantees availability of the information
— Trustworthy: data cannot be modified

= Data Insertion is controlled by business rules randomly
performed by peers

— Lack of single source of authority
— Customizable to different scenario
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Reducing the Digital Threat;: Why Blockchain?
@) @) v

= \WWe focus on storing product data fingerprint

— For IP and performance concerns, the product data is not stored or
exposed

= \We reuse our previous toolkit to generate that fingerprint

— Our PoC manages STEP (ISO 10303) files and other common
standards

* The fingerprint is the key to storing and retrieving information
— Key-value pairs are stored in the blockchain
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Reducing the Digital Threat: Why Blockchaing

Benefits

Secure data identity I Secure transactions

(MTTI) (MTTC)

Protect data fingerprints Protect data transactions
in a tampering-free between the different
environment actors
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Reducing the Digital Threat;: Why Blockchain?
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= All open-source/free software and APIs
= Ethereum to implement the blockchain network

= Reuse of our Digital Manufacturing Certificate (DMC) toolkit
— Generate data fingerprint

— Digitally sign data using software and hardware (PIV/CAC) X.509
certificates

= Development of a client application to record and retrieve data on
the blockchain (Node.|s)
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Reducing the Digital Threat: Why Blockchaing

. Create product Generate Create transaction Record metadata Share product O
data fingerprint metadata on blockchain data

Creator

A 4

Receive product
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Reducing the Digital Threat: Why Blockchaing

Validate data

Consumer

Generate
fingerprint

A 4

Query blockchain

Fingerprint not found

) 4

X

Fingerprint found

Read metadata

Invalid metadata

Valid metadata|

Consume product
data
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Blockchain for Industtial Hmr)‘lr Ations

= Blockchain is often believed to be limited to cryptocurrencies/finance
— Popularity, visibility, good and bad rep

» Transactions/exchanges of physical and digital assets are omnipresent in
a lot/most of industries

— Manufactured goods
- Food
— Maedications/pills

= |dentify and explore these use cases
— Can they benefit from using a blockchain-based solution?
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narallel efforts yst

Use case
Blockchain?
Design

Implementation #1

Implementation #2
Implementation #3
Documentation

Data management strategies

Slide 25

Blockchain for Industrial Applications

Phase 1

¢ Call for participants

' Brainstorming Phase 2
' Documentation ' Planning
, Kickoff

v v
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Blockchain tot [ndusttial Applications

bjectives:
dentify and document industrial use cases

v e O

dentify, document and tackle threats and challenges

= Open participation Software

Government
vendors

Industry Academics

© 2019 ENGISIS Slide 26 P ENGISIS



Conclusion

Digital transformation = digital threat

= Different ways to provide digital trust (reduce MTTI and MTTC)

= A blockchain can provide digital trust without storing the data itself

= QOur method can be applied to any type of information but requires domain-
specific metadata

= Blockchain for Industrial Applications Community of Interest
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Sylvere Krima
sylvere.krima@nist.gov
sylvere.krima@enqgisis.com

NIST AMS 300-6 “Securing the
Digital Threat for Smart
Manufacturing: A Reference Model
for Blockchain-Based Product Data
Traceability”

© 2019 ENGISIS Slide 28 B ENGISIS


mailto:sylvere.krima@nist.gov
mailto:sylvere.krima@engisis.com

5
|
—t
L
™
=
| —
_1_
 —
-
I
=
_'l
L —
N
ﬂ»
[
-
e T
>
—
ab
L
'_\
=
ot
=
|
S
p—
=
=
I
A~
N

© 2019 ENGISIS Slide 29 P ENGISIS



What’s next?

= The Iinvestigation process:

c B Reactive measures Preventive measures
= :
oo
g g ‘ Identify Contain Understand Correct =O
zZ B - . . |
: : : :
: : : :
: 1 1 +

Data identity J Transactions J ? J Guidelines J
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